Intelligent wearable technology is becoming very popular in application fields such as clinical medicine and healthcare, health management, workplaces, education, and scientific research. Using the four-element model of technological behavior, the first part of this review briefly introduces issues related to the uses of intelligent wearables, including the technologies (i.e., what kind of intelligent wearables are used?), the users (i.e., who use intelligent wearables?), the activities involving the technologies (i.e., in what activities or fields intelligent wearables are used?), and the effects of technology usages (i.e., what benefits intelligent wearables bring?). The second part of this review focuses on the risks of using intelligent wearables. This part summarized five common risks (i.e., privacy risks, safety risks, performance risks, social and psychological risks, and other risks) in the use of intelligent wearables. The review ends with a discussion of future research. K E Y W O R D S application, consumer behavior, human behavior, intelligent wearables, internet of things, privacy, risk factor, smart wearables, wearable device, wearable internet of things
| INTRODUCTION
Since intelligent wearables can collect real-time information on human activities and behaviors, they are becoming very popular in application fields such as clinical medicine and healthcare, health management, workplaces, education, and scientific research. Unlike traditional wearable objects, such as wristwatches and clothes, intelligent wearables can both collect information and work as a carrier of the internet of things (IoT), through which domain-specific intelligence is created by interconnecting physical objects to each other and computing data (Gubbi, Buyya, Marusic, & Palaniswami, 2013) .
The first part of this review introduces the uses of intelligent wearables in the existing literature using the four-element model of technological behavior (Yan, 2017) . This model was initially used to delineate mobile phone behaviors based on four basic elements: users, technologies, activities, and effects. It is also very useful for delineating how humans interact with other technologies including intelligent wearables. Thus, this article discusses intelligent wearable usages based on the same four elements: the technologies (i.e., what kind of intelligent wearables are used?), the users (i.e., who use intelligent wearables?), the activities involving the technologies (i.e., in what activities or fields intelligent wearables are used?), and the effects of technology usages (i.e., what benefits intelligent wearables bring?).
Since the benefits of intelligent wearables have received more attention while the risks were overlooked, the second part provides a scoping review on the risks of using intelligent wearables to introduce what risks were concerned in the previous research. In this part, the article starts with an introduction of the literature search methods to be used and then it provides detailed information about the studies.
The review ends with a discussion of future research directions. public. An intelligent wearable should at least possess two features: wearability and smart. Wearability means the technologies or devices could be worn on human bodies either by being incorporated into garments or by being designed as wearable accessories. Smart means the wearable devices are able to provide intelligent services, such as collecting information from the surrounding environment, performing the necessary data processing, and outputting the processed information, as well as working as one part of a larger smart system (Fernández-Caramés & Fraga-Lamas, 2018) .
Since one important feature of smart devices is the ability to connect with other objects automatically, this review tends to equate the concept of intelligent wearables with wearable IoT (Hiremath, Yang, & Mankodiya, 2014) . Take wearable dietary monitoring devices as an example. Many of those devices can be smart enough to detect chewing and swallowing events, some can even be used for food type classification (Vu, Lin, Alshurafa, & Xu, 2017) . However, if only used for data collection and preliminary analysis, those devices are more likely to be considered as functional devices with wearability. Similar devices also include non-networked virtual reality helmets or glasses, basic pedometers, and eye trackers that are often used in behavioral science laboratories. Although those devices may be considered more intelligent than ubiquitous wearable devices such as wristwatches and wearable cameras, they normally do not have the ability to automatically interact with other objects and thus could be considered as nonintelligent wearables. However, it should still be noted that the evolution from nonintelligent wearables to intelligent wearables is a continuous process and the boundaries between nonintelligent wearables and intelligent wearables are often blurred. In fact, nonintelligent wearable devices and intelligent wearable devices share many common features and the ability to connect with other objects is not the only feature that matters.
| The forms of intelligent wearables and users
Depending on the specific applications, wearable devices could be used on different parts of human bodies and thus present different forms. For example, smartwatches and fitness bracelets are wrist devices that could be used for GPS tracking, sleep quality detection, and heart rate measurement; intelligent glasses, such as Google glass, could be used for information display (Lunney, Cunningham, & Eastin, 2016; Saleem et al., 2017) . Smart clothing and smart jewelry (e.g., smart rings, smart necklaces) are also common intelligent wearables.
The wearable devices could also be classified according to their application fields. One of the most important and common application fields is health-related settings. In those cases, intelligent wearables are used for clinical applications, health care, and daily health management. By providing real-time monitoring and recording, as well as timely and personalized feedback, intelligent wearables work for patients with defined illness and comorbidity (Piwek, Ellis, Andrews, & Joinson, 2016) . People who need real-time monitoring, such as the elderly and those in rehabilitation, are also the main users for smart wearable devices (Baig, Gholamhosseini, & Connolly, 2013; Viteckova, Kutilek, & Jirina, 2013) . As for health management, intelligent wearables, such as smartwatches and smart bracelets, are more likely to be adopted by people who wish to keep a healthy lifestyle. Usually, they use those wearable devices to quantify and acquire feedback on their progress.
Another popularity application field is workplaces. In a systematic review, Khakurel, Melkas, and Porras (2018) concluded that the application of intelligent wearables in workplaces includes monitoring, augmenting, assisting, delivering, and tracking. Employees in general workplaces can use wearable devices to help them work more efficiently. For those working in hazardous environments, wearables can help them monitor dangers in the environment and provide necessary help. Professional athletes and coaches can also apply wearable devices to help them analyze the physical condition and performance of athletes, thus acquiring a quantitative basis for training designs and improvements (Baca, Dabnichki, Heller, & Kornfeind, 2009 ).
In addition to the above application fields, intelligent wearables are also used for education and scientific research. For example, a program conducted by Vallurupalli, Paydak, Agarwal, Agrawal, and Assad-Kottner (2013) applied Google glass for exploring different scenarios in cardiovascular practice where fellows can improve their education.
| Human activities involving intelligent wearables and effects of using intelligent wearables
Depending on the application settings, the use of intelligent wearables can have both therapeutic (e.g., disease diagnosis, disease treatment, and rehabilitation) and nontherapeutic/enhancement functions (e.g., exoskeletons and hazard detection). The following part introduces how intelligent wearable technologies are applied to various settings, including clinical applications and healthcare, health management, workplace, and other application fields.
| Clinical applications and healthcare
Both high medical costs and global aging are critical social issues.
Intelligent wearable applications in clinical situations include disease diagnosis, treatment and rehabilitation, and monitoring. Many physiological parameters and biochemical variables could be monitored or measured by wearable devices, including cardiac activity, blood pressure, blood oxygen saturation, respiration, and so forth (Teng, Zhang, Poon, & Bonato, 2008) . The acquisition of these parameters, especially the understanding of long-term changes, will be very conducive to the diagnosis of the disease. Moreover, intelligent wearables can also be applied to rehabilitation (Patel, Park, Bonato, Chan, & Rodgers, 2012) . For example, smart limb robots (i.e., rehabilitation exoskeletons) can help people recover from neurological injuries. Those devices have many advantages, including high accuracy of patient movement observations and improved rehabilitation training efficiency (Viteckova et al., 2013) . Sensorized T-shirts can monitor postures during rehabilitation exercise which helps the elderly or impaired people restore proper physiological states (Sardini, Serpelloni, & Pasqui, 2014) .
Since most of the patients and the elderly are not familiar with the new wearable technologies, both the functionality and the usability need to be considered when designing. Moreover, risk factors, such as privacy and safety, should also be considered.
At present, the application of intelligent wearables in clinical settings is still very limited. It should be noted that the functions and potential applications of those devices are based more on academic research than on real clinical settings. Therefore, the uses of intelligent wearables in clinical fields are still at a very early stage.
| Health management
In the past, it was only when people had obvious physical symptoms that they began to pay attention to their health problems. However, the situation is changing in modern society and people's concern about their health commonly becomes an important part of their daily lives. People who pursue a healthy lifestyle use the wearables to monitor their health management progress and the manufacturers also use a lot of social strategies to encourage people to participate more in those activities (Piwek et al., 2016) .
Since obesity can lead to many serious diseases, it is becoming a global health issue. People are trying to use wearables to track and provide interventions on weight management (Holzmann & Holzapfel, 2019; Lewis, Lyons, Jarvis, & Baillargeon, 2015) . Increased physical activity and diet control are two main ways that wearables can help people combat obesity. A systematic review conducted by Lewis et al.
made a preliminary conclusion that electronic activity monitor system technology which both objectively measures physical activity and provides informative feedback could increase physical activity and decrease weight (Lewis et al., 2015) . Diet control is another way of weight management. Previous studies compared and confirmed the effectiveness of wearable devices in monitoring people's dietary behaviors (Heydarian, Adam, Burrows, Collins, & Rollo, 2019; Schiboni & Amft, 2018; Vu et al., 2017) .
Besides the problem of obesity, people also use their intelligent wearables for sleep quality monitoring and stress management.
Despite those diverse functions, whether intelligent wearables can help people manage their health not only depends on the devices themselves, but also on whether people can use those devices effectively (Patel, Asch, & Volpp, 2015) . One survey showed that almost half of people stop using the wearable devices after a year (Ledger & McCaffrey, 2014) . It seems that only people who already live a healthy lifestyle or have strong motivations to manage their health can use the wearables for a long time, while those who attempt to motivate themselves through using wearable devices often unable to use them effectively. More longitudinal, randomized controlled studies, and field experiments are needed to examine how intelligent wearable usage influence users' health behaviors and fitness.
| Workplace
The workplace is another common setting in people' lives, and it is also one main potential application field for intelligent wearables.
Intelligent wearables can help people work more effectively and efficiently, monitor and maintain their physical and mental conditions in work settings, and improve safety in workplaces, especially in hazardous situations. First, functioning as an extension of human bodies, the wearable devices are able to improve information presentation, management, and exchange, as well as enhance people's operational capa- Khakurel et al., 2018) . Second, just like its application in the clinical field, the ubiquitous nature of intelligent wearables enables them to continuously monitor employees' physical and psychological conditions, such as stress (Muaremi, Arnrich, & Tröster, 2013; Setz et al., 2009) and inappropriate joint angles which may lead to musculoskeletal disorders (Wang, Dai, & Ning, 2015; Yan, Li, Li, & Zhang, 2017) . Third, wearable technologies could also be used as personal protective equipment in the workplace (Kritzler, Bäckman, Tenfält, & Michahelles, 2015) . Those technologies could assist in monitoring and detecting hazards in the environment, as well as sending alarm notifications automatically.
However, there are still many issues and risks people tend to consider before they adopt the wearable devices (Kritzler et al., 2015; Schall, Sesek, & Cavuoto, 2018) . One survey among registered members of the American Society of Safety Engineers and professionals certified by the Board of Certification in Professional Ergonomics showed that employee privacy-related issues are the most concerned.
Employee compliance, sensor durability, and costs of using the devices are also greatly concerned by people.
It should not be surprising that intelligent wearable technologies also show great application potential in many other fields, such as education and scientific research. One main feature of intelligent wearables is that it can collect personal data effectively, making it more feasible and reliable to quantify human behaviors. In that case, intelligent wearables should have a place in any application fields that can take advantage of the feature. (Knight & Baber, 2007) . Moreover, even if intelligent wearables work properly, improper use of those technologies will cause much loss. Take security issue as an example, false data resulting from tampering would lead to incorrect actions and therefore bring financial or health loss to users. Thus, we should not ignore the potential risks while embracing the new technology. In the following parts, a scoping review further discussed the risks in the existing literature.
| RISKS OF INTELLIGENT WEARABLES

| Background
| Method
A scoping review was conducted to introduce the risks being concerned in the previous research. Scoping review usually aims at preliminarily mapping available research literature without formal quality assessments and it can help to decide whether a further systematic review is needed (Grant & Booth, 2009; Peters et al., 2015) . According to the steps of scoping reviews proposed by Arksey and O'Malley (2005) , the present review searched the existing literature in two major relational databases, PsycINFO (includes PsycARTICLES) and
Web of Science. Two groups of keywords being related to intelligent wearable (e.g., smart wearable, wearable IoT, smartwatch, and smart clothes) and risk (e.g., risk, perceived risk, and harm) were used to search the literature in those databases. In addition, reference lists of primary studies were screened.
Several exclusion and inclusion criteria were used to select articles that retrieved. 
| Results
Here, 879 articles were initially retrieved (32 articles from PsycINFO and 847 articles from Web of Science) and 870 articles were left after duplicates being moved. Then, through title and abstract screening, the review excluded articles from complete technical perspectives and those were not actually related to intelligent wearables or did not have a main discussion on risks. As a result, 21 articles were left. Furthermore, 23 potentially relevant articles were identified by reviewing the reference lists. Finally, using the same criteria and fulltext screenings, the literature search generated a total of 31 articles concerning the risks of intelligent wearables.
According to the articles generated, there are two main approaches in the existing research. The first approach is based on laypeople's perspectives. Those studies more or less referred to the dimensions of perceived risk proposed by Cunningham (1967) . In this line of studies, researchers examined users' or consumers' perceived risks of intelligent wearables and how those perceptions influenced their intention to adopt and use certain wearables. The second approach is based on the experts' perspectives. In this line of studies, the risks of wearables were raised theoretically by researchers from relevant fields including engineering and behavioral science who are familiar with wearable technologies. And many of them also empirically examined whether certain risks exist.
In the exiting literature, perceived risks of intelligent wearables include privacy risks, safety risks, performance risks, social and psychological risks, and other risks. Of those risks, privacy risk was the most common concern of users as well as the most studied by researchers. It should be noted that the taxonomy of these risks is not exclusive. For instance, disclosure of personal privacy may threaten one's safety and property.
| Privacy risks
Among the retrieved literature, more than two-thirds of the articles are mainly concerned with or involve considerations of privacy risks, which indicates that privacy issues are indeed a topic of concern for people using intelligent wearables. However, when comparing to other smart devices, such as smart phones, people still showed a relatively low risk perception of privacy issues (Lee, Yang, & Kwon, 2018) .
In a world of ubiquitous smart technologies, the issue of privacy may be more serious than people thought. In fact, researchers have already proven that our sensitive data collected by intelligent wearables are easy to be transfused (Lee et al., 2018) . One line of studies even showed a privacy risk caused by the keystroke inference attacks.
These attacks are realized by analyzing users' hand movements tracked by sensors (e.g., accelerometer) built in the smartwatches, which makes it possible to accurately collect the inputs information on keyboards (Liu, Zhou, Diao, Li, & Zhang, 2015; Maiti, Armbruster, Jadliwala, & He, 2016; Maiti, Jadliwala, He, & Bilogrevic, 2015; Wang, Guo, Wang, Chen, & Liu, 2016; Wang, Lai, & Roy Choudhury, 2015) .
Unfortunately, a recent survey showed that most of the users were unaware of the new type of motion-sensor-based threat to their privacy (Crager & Maiti, 2017) .
Although laypeople seem to know little about specific privacy risks, such as the keystroke inference attacks, they usually show generalized concerns about privacy issues. One line of studies examined how users' perceived privacy risks influence their acceptance of wearable devices. The results commonly showed that perceived privacy risks of smart wearables significantly decreased their perceived usefulness of the devices and their intention to use them (Li, Ma, Chan, & Man, 2019; Li, Wu, Gao, & Shi, 2016; Mani & Chouk, 2017; Rupp, Michaelis, McConnell, & Smither, 2018) and good privacy images of certain manufacturer related to better attitude on their wearable products and higher intention to use them (Rauschnabel & Ro, 2016) .
Factors such as cultural differences, user characteristics, and the application fields affect people's perception of privacy risks (Gao, Li, & Luo, 2015; Martin, Jovanov, & Raskovic, 2000; Moran, Nishida, & Nakata, 2013; Spagnolli, Guardigli, Orso, Varotto, & Gamberini, 2015) .
For instance, fitness device users concerned more about privacy risks than medical device users (Gao et al., 2015) .
Although privacy issues seem to be widely noticed, many people did not conduct any particular privacy-enhancing behavior or precaution (Lee, Lee, Egelman, & Wagner, 2016; Udoh & Alkharashi, 2016) .
This inconsistency between users' intention to protect private information and their actual behaviors not to do so refer to a phenomenon called the privacy paradox (Norberg, Horne, & Horne, 2007) .
Researchers even proposed that this phenomenon would aggravate due to the new features of the IoT technologies (e.g., intelligent wearables), such as constrained user interfaces, ubiquitous device presence, and vast data collection (Williams, Nurse, & Creese, 2016) .
| Safety risks
The safety risk is another common challenge that was often concerned in the existing literature. According to the research, the safety risks are mainly caused by two factors, the physical attributes of the intelligent wearables and the way people interact with those devices.
Since wearable devices are often worn closely to human bodies or even directly attached to human bodies for a long period of times, potential damages caused by risk factors such as radiation and electric shock should be considered when designing a wearable device (Li et al., 2019) .
Due to the different physical attributes of certain intelligent wearables, the potential safety risks are different. For example, smart glasses often present information on a screen that is very close to people's eyes, from which long-term use might bring side effects such as headaches, dizziness, and other discomforts (Zhao, Heida, van Wegen, Bloem, & van Wezel, 2015) ; wearing wearable devices for a long time may put burdens on human bodies or even result in musculoskeletal disorders (Knight & Baber, 2007) . An empirical study examined the biomechanical workload of five tasks completed by participants in sitting and standing postures while using smart phone or smartwatch (Jin et al., 2019) . The results showed that prolonged use of smartwatch would generate negative biomechanically impacts on human bodies, which indicated that only short usage on simple tasks should be conducted with the smartwatch.
Another line of studies concerns about the safety risks people face when they use smartwatches while driving. A lot of research has already paid attention to the phenomenon of phoning while driving (Yan, Chen, & Yu, 2013) . Recent studies focused on the features of using a smartwatch while driving and comparing these features with the smartphone usage (Perlman et al., 2019) . Smartwatches are able to realize some functions of smart phones and they are more portable.
Thus, it seems reasonable to think that using a smartwatch while driving is safer and more convenient than a smart phone.
However, existing research results did not support such inferences. Giang, Hoekstra-Atwood, and Donmez (2014) found that although the engagement in using smartwatches is faster than smartphones, it took more time to read the notifications. The results preliminary indicated that the smartwatch usage may have more adverse effects on driving behaviors. A subsequent study replicated the result and further showed that participants needed more time to perform a brake response after receiving notifications from a smartwatch (Giang, Shanti, Chen, Zhou, & Donmez, 2015) . More importantly, the study also found that though the use of smart phones and smartwatches while driving seemed to generate relatively equivalent risk, participants' perceived potential risk of using smartwatches was lower. And that may make people less cautious about using smartwatches while driving, resulting in more accidents.
| Performance risks
Performance risk refers to the potential that the products cannot work as expected. It has great influences on consumers' intention to adopt certain products including intelligent wearables. For example, Hwang, Chung, and Sanders (2016) found that U.S. consumers' perceived performance risks of the smart clothing negatively affected their attitude to it and hence reduced their intention to buy the product. Another study on elder Chinese adults also showed that participants' higher perception of performance risk led to a lower perception of health monitoring wearables usefulness, which could further prevent them from buying the wearable devices (Li et al., 2019) .
One of the major functions of intelligent wearables is that they can continuously monitor people's daily behavior and activities. Therefore, whether one wearable device could accurately detect and measure the target parameters is an important performance issue (Rupp et al., 2018; Shih, Han, Poole, Rosson, & Carroll, 2015) . In some contexts, such as clinical medicine, incorrect measurements may result in irreparable losses.
| Social and psychological risks
Wearing intelligent wearables is not just a behavior resulted from technological development. It is also driven by social and psychological factors. The psychological risk refers to the risks at the individual level, while the social risk refers to the potential risks caused by wearing smart wearable devices during the interaction among people. Those two kinds of risks often occur simultaneously and are intertwined.
The development of smart phone has made people unprecedentedly close to technological devices and the more portable wearables are making smart devices even more ubiquitous in human life. As mentioned before, intelligent wearables are able to work autonomously, together with its character of ubiquitous, those devices could be considered intrusive (Mani & Chouk, 2017) . People may even feel a sense of autonomy loss on their use of intelligent wearables (Rauschnabel, He, & Ro, 2018) . Those feelings of intrusiveness and loss of autonomy could lead to negative affect and reduce intrinsic motivations. Some people may become too dependent on or even addicted to those intelligent wearables (Mani & Chouk, 2017) . Take smart glasses as an example. When people are very accustomed to relying on their smart glasses to deal with various issues, they may get too distracted by the visual information on their smart glasses and lose awareness of what is happening around them (Hein, Jodoin, Rauschnabel, & Ivens, 2017) . Moreover, this addiction may lead to a risk of social cohesion, which refers to a reduction of social interaction activities caused by XUE the frequent use of those devices (Hein et al., 2017) . The usage of intelligent wearables can indeed harm others' interests, such as threats to others' privacy, and may further put a risk on social relationships (Kalantari, 2017) .
| Other risks
Other risks include time and economical loss and the potential damage to environments. Time and financial risks refer to the possibility of losing time or money when investing, purchasing, or repairing wearable devices. Research indicated that those two risks negatively influence users' perception of wearable devices and could further reduce their intention to accept and purchase the devices (Ko, Sung, & Yun, 2009; Yang, Yu, Zo, & Choi, 2016) . The above-mentioned risks are discussed from the perspective of general devices use. The use of smart devices can even increase the likelihood of time and economic loss.
For example, the privacy leakage may cause huge economic loss in the field of mobile payments.
One article also proposed the risk of damage to the environment caused by smart clothes and wearable technologies (Timmins, 2009 ).
Our clothes are often constructed from various substances which are not textile in origin. The electronic components incorporated in smart clothing make the recycling and reuse of those materials from abandoned clothing much more complicated and even impossible. Therefore, in the design and production of intelligent wearables, it is necessary to consider the potential burden and threat to the environment.
| FINAL THOUGHTS
Intelligent wearable technologies have already shown great application value and still have much potential yet to be developed. However, as intelligent wearables become more common, even laypeople could easily use those technologies to enhance their capabilities (e.g., gain accurate personal data), which may put themselves in risky situations without fully awareness of the potential risks (i.e., privacy risks, safety risks, performance risks, social and psychological risks, and other risks). Thus, researchers must put enough emphasis on the risks and familiarize the public with them.
Future research needs to provide a more precise definition of intelligent wearables. From a practical point of view, it is hard to absolutely distinguish between nonintelligent wearable devices and intelligent wearables. Most of the studies in behavior science focused on features and functions base on wearability, that is, how those devices ubiquitously exist in human life and monitor their behaviors. However, how do those devices connect with other objects and how does this connection interact with humans receive less attention. Therefore, it is suggested that more attention be paid to this feature of intelligent wearables.
Furthermore, the privacy issue is one of the most concerned risks.
However, the existing studies mainly considered privacy risks from technical perspectives whereas privacy risks caused by people's uses of those wearable devices receive less consideration. Moreover, the phenomenon of privacy paradox suggests that although people tend to explicitly express their concerns about privacy, they do not always take actions to protect their private information. Therefore, studies on people's implicit attitude to privacy risks and their actual behaviors related to privacy issues are needed.
Last but not least, intelligent wearable technology is becoming an inevitable trend in people's life. From a marketing perspective, it is valuable to consider why people adopt certain wearable devices.
However, what we also need to consider is, if we cannot stop this emerging technology from entering our lives, what forms we should let it exist in our lives.
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